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Neural Networks achieve Human Performances…
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LeNet-5 (MNIST), 1998 AlexNet (ImagNet), 2013

Neural Networks become so powerful that they reach human capabilities in the classification and 
object detection tasks

Yolo, 2016



… but they make weird mistakes.
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Delvi et al. “Adversarial Classification” (2004)
Battista Biggio et al. ”Adversarial Pattern Classification” (2010)
Christian Szegedy et al. “Intriguing properties of neural networks” (2013)

Evading Spam Detection (2010) Attacks on Images (2014)

Spam Detector based on OCR
Perturbed Images are no long 
properly recognized by the network



Adversarial Examples
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panda 57.7% gibbon 99.3%

Goodfellow et al. “Explaining and Harnessing Adversarial Examples” (2014)

Adversarial examples are inputs intentionally designed to cause ML models to make errors. 

They can be created so that can appear nearly identical to normal inputs.



Adversarial Examples in Audio Systems

6

Adversarial Noise (-30dB)

Speech-to-Text models

Can be fooled by adding an imperceptible noise to input audio

“without the dataset the 
article is useless”

“okay google browse to 
evil dot com”

Carlini et al. “Audio Adversarial Examples: Targeted Attacks on Speech-to-Text” (2018)



Adversarial Examples become popular
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link to the website



Why are adversarial Examples worth studying?
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Security Threat
(Known your Enemy)

Foundational Perspective 

Neural Networks are involved in a growing 
number of tasks. How can we fill safe?

Gaussian Noise, σ=0.5 Airplane

Adversarial Perturbation Ship

δ

Small maliciously perturbations are sufficient to fool the 
model, why gaussian noise has not this property?

DeepExplore (2021). Erroneous behaviour 
of DAVE-2. A tiny change in the light 
condition causes the model turns right.



Sensitivity to Input Perturbation
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Minimal Adversarial Perturbation*

Median perturbation sufficient to fool a DNN

MNIST : 25.9 dB,                    CIFAR10: 52.4 dB

ImageNet: 61.9 dB

* Deduced from [Jérôme Rony et al., Decoupling Direction and Norm for Efficient Gradient-Based L2 Adversarial Attacks and Defenses

Peak Signal to Noise Ratio



Definition and Taxonomy
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Neural Networks for Image Classification

11Arcos-García et al. ”Deep neural network for traffic sign recognition systems”, (2018)
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Geometrical Intuition
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Classification 
Boundary

“stop” region

Undefined Behaviour

Classifiers divide the whole input domain in regions

Each image is an element 
of the input domain



Adversarial Examples
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Definition of Adversarial Examples
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Mandatory 
Right

Adversarial 
Perturbation

Speed Limit 
20 Km/h

and

Some lp Norm

Definition (Adversarial Examples) 
The result of perturbations, with a small lp norm, that fool a classification model.

lp - norms (Minkowski Distances)
No Convex (pseudo-norm)



Different visualization of lp bounded attacks
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Definition in Minkowski norm covers many visually different cases

Few pixels, Unbounded values Few pixels, Bounded values

Few pixels, Bounded values Many pixels, Bounded values

Maura Pintor et al. “Fast Minimum-norm Adversarial Attacks through Adaptive Norm Constraints” (2021)



Taxonomy: Digital or Real World
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PATCH POSTER

Digital Adversarial Perturbation Physical Adversarial Attacks

δ

A malicious perturbation δ undetectable from 
human eye

Focus of this Lecture

Adversarial perturbations that can be perceived 
from cameras, microphones, etc…



Taxonomy: Targeted or Untargeted
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Targeted
The attacker aims at making the 
model answering <target>

Un-Targeted
The attacker only aims at fooling the 
model, without setting the output 

bird truck frog



Taxonomy: Black or White Box
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White Box

The attacker has full access to:
1. Model architecture
2. Model weights
3. Data

Black Box

The model acts has oracle and
the attacker has full access to:

1. Model Architecture but not data
2. Data but not Model Architecture
3. Neither Data or Model Architecture

Federico Nesti. “An introduction to Adversarial Examples”, lecture of Deep Learning Course (2022)



Minimal Taxonomy of Adversarial Examples
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Adversary knowledge

White box Black box

White box: architecture and 
parameters are known.
Black box: nothing about the 
model is known.
Intermediate settings are 
possible.

Attack goal

Untargeted Targeted

Untargeted: force the 
classifier to choose any 
wrong class.
Targeted: force one specific 
class.

Perturbation norm

1-norm 2-norm ∞-norm

The norm measures the 
magnitude of the 
perturbation.
The following slides assume 
no specific norm: any works, 
with different effects.



Generation of Adversarial Examples
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Generation of Adversarial Examples
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Loss-based Attacks

Un-Targeted
Increase the Loss Function in the 
correct class close to the input x

Targeted
Decrease the Loss Function in the target 
class close to the input x

Box Constraint

Integer Constraint,
Q=255

Box and Integer Constraints ensure that the Adv.Ex is a representable image.



Generation of Adversarial Examples
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Distance-based attacks

Un-Targeted
Searching for the closest sample to x
that is classified in a different class

Targeted
Searching for the closest sample to x
that is classified in the target class

Box Constraint

Integer Constraint,
Q=255

Box and Integer Constraints ensure that the Adv.Ex is a representable image.



Fast Gradient Sign Method
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Leveraging the Loss Function

The loss function is used to search for the worst direction that 
fools the model and not to train the model 

Desired Magnitude
in l∞ norm

Observation.
The adversarial perturbation has bounded uniform 
norm

The gradient provides the 
direction of the largest growth

Goodfellow et al. “Explaining and Harnessing Adversarial Examples” (2014)



Fast Gradient Sign Method
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FGSM

Goodfellow et al. “Explaining and Harnessing Adversarial Examples” (2014)

Pros

1. Easy to implement
2. Fast (useful in adv. training)
3. Bounded in uniform norm

Cons

1. Requires ε large (sometime visible)
2. Not always provide an Adv

Adversarial Training
Train the models by leveraging the following loss function

Adversarial Loss

The most famous Adv Ex. Attack on GoogLeNet



Minimal Adversarial Perturbation with Penalty
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Minimum Problem with Constraints Minimum Problem with Penalty

Theorem.
Under convex assumption on                                   in the variable x we have that

1. For each c, the Box constrained L-BFGS has a solution

1. The penalty c can be optimized by line-search such that     

Penalty Constant. 
Unbounded solution for c=0,
δ(c) ~ 0 for large values of c

Christian Szegedy et al. “Intriguing properties of neural networks” (2013)

*



Minimal Adversarial Perturbation with Penalty
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BL-BFGS 

Box constrained Limited memory Broyden-Fletcher-
Goldfarb-Shanno is a quasi-Newton method for 
minimum problem with box constraints.

Dimitri P. Bertsekas. “Constrained Optimization and Lagrange Multiplier Methods” (1996) 
Christian Szegedy et al. “Intriguing properties of neural networks” (2013)

Pros.
1. Provide particularly low 

perturbations (approximate the 
Minimal Adversarial Perturbation)

2. Reliable. Almost always converge. 

Cons.

1. Slow. Requires ~20k forwards of the 
model for each line search of c

a
b

a

First Adversarial Examples presented 
to the community. Attack of AlexNet 

b



Including the Box Constraint in the Objective (CW)
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Minimum Problem with Constraints

* *

Change of Variable (Simplification 1)
Optimizing w instead of directly optimize 
over the adversarial perturbation ẟ

Remark!
The perturbation ẟ satisfies the Box.Con.

Improve Loss Function (Simplification 2)

Positive part of the “margin” 
computed on the logits of f

Carlini et al. “Towards Evaluating the Robustness of Neural Networks” (2016)



Including the Box Constraint in the Objective (CW)
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CW Minimum Problem (Unconstrained)

Minimum Problem with Constraints

* *

Minimum Problem with Penalty

Carlini et al. “Towards Evaluating the Robustness of Neural Networks” (2016)

Remark

The penalty c can be optimized by line-search such that     



Examples of attack with CW
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l2 Minimal Adversarial Perturbation l0 Minimal Adversarial Perturbation

Carlini et al. “Towards Evaluating the Robustness of Neural Networks” (2016)



Projected Gradient Descent (PGD)

35Aleksander Madry et al. “Towards Deep Learning Models Resistant to Adversarial” (2018)

Maximum Problem (Un-Targeted)

Iterating FGSM

Projection into the p-
Ball of radius ε

Learning rate of the 
Gradient Ascent

1. Take a random starting point
2. Iterate the SG(A) for few steps
3. Project into the lp Ball
4. Repeat 1,2,3



Adversarial Training by PGD

36Aleksander Madry et al. “Towards Deep Learning Models Resistant to Adversarial” (2018)

Minimization of the Empirical Worst Case
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Adversarial Examples for Biological Vision Systems
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Defense mechanisms that involves the large
eyespots on its hindwings.

Polyphemus Moth
Chihuahua or Muffin

Shankar, Goodfellow and Papernot. “Adversarial Examples that Fool both Human and Computer Vision” (2018)



Conclusion

Introduction, Definitions and Taxonomy

Adversarial Examples Generation

49



50


